The Wolds Federation

Data Protection Policy Appendix
Appropriate Policy Document

Effective Date:

15% March 2021

Date Reviewed:

Date Due for Review:

15th March 2022

Contact Officer:

Elizabeth Harros

Contact Number:

01377 217323

Scope

The Data Protection Act 2018 outlines the requirement for an appropriate policy
document to be in place when processing special category and criminal offence data
under certain specified conditions.

In order to operate effectively, The Wolds Federation has to process personal
information which is listed in Schedule | of the Data Protection Act 2018. Almost all of
the conditions in Schedule | of the Data Protection Act 2018, require an Appropriate
Policy Document in place.

The Wolds Federation is committed to demonstrating that its processing of Schedule |
conditions is compliant with the requirements of the UK General Data Protection
Regulation (UK GDPR) Article 5 principles. This Appropriate Policy Document
therefore complements the School’s record of processing under Article 30 of the UK
GDPR and provides special category and criminal offence data with further protection
and accountability.

Description of processing which requires an appropriate policy document

Schedule I, Part | - Conditions relating to employment, social security and
social protection.
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Occupational pensions

Fulfilling each school in the federation’s obligation to provide an occupational
pension scheme.

Schedule I, Part 3 = Additional Conditions Relating to Criminal Convictions,
etc.

The Schools in the federation may process personal data relating to criminal
convictions in connection with its service obligations or as part of recruitment and
employment checks to safeguard and protect pupils and the wider community
against dishonesty.

3. Data Protection Principles

Article 5 of the UK GDPR states that personal data shall be:

Processed lawfully, fairly and transparently

Collected for specific and legitimate purposes and processed in accordance with
those purposes

Adequate, relevant and limited to what is necessary for the stated purposes
Accurate and, where necessary, kept up-to-date

Retained for no longer than necessary, and

Kept secure

In addition, Article 5 requires that the data controller shall be responsible for, and able
to demonstrate compliance with, these principles (the accountability principle).

Processed lawfully, fairly and transparently

The federation provides clear and transparent information about why we process
personal data including our lawful basis for processing in our privacy notices and
policy documents.

Our processing for purposes of substantial public interest are necessary to exercise
our functions which are outlined in legislation.

Our processing for the purposes of employment relates to our obligations as an
employer.

We also process special category personal data to comply with other obligations
imposed on the School in its capacity as an educational institute e.g. the Equality
Act.

The Senior Leadership Team and Governors oversees policy work and monitors
compliance in all areas of Information Governance, as outlined in its terms of
reference,

We carry out data protection impact assessments to ensure processing is fair and
tawful,

Collected for specific, explicit and legitimate purposes

]

We process personal data for purposes of substantial public interest as explained
above when the processing is necessary for us to fulfil our statutory functions,
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individuals if a security breach occurs and the effect of any security breach on the
Federation itself.

Both the federation and its processors shall implement appropriate technical and
organisational measures to ensure a level of security appropriate to the risk.
When assessing appropriate organisational and technical measures, the School
Business Manager, Head Teacher and the DPO will consult with other relevant
services, such as ICT, Human Resources and Audit.

Our Senior Leadership Team and Governors meet regularly to ensure suitable
information security governance is deployed throughout the School.

Employees working within the School are to undertake a Disclosure and Barring
Service (DBS) check.

All of our staff are trained in basic data protection matters and our contracts include
confidentiality clauses.

Technical security controls such as encryption are employed to secure sensitive
information within systems.

Role-based access controls are implemented to restrict access to sensitive data.
Where possible, anonymisation or pseudonymisation are used to reduce the risk
of sensitive data being compromised.

Accountability principle

The appointment of a Data Protection Officer.

Taking a ‘data protection by design and default’ approach to our activities.
Maintaining documentation of our processing activities.

We have written contracts in place with our data processors.

Implementing appropriate security measures in relation to the personal data we
process.

Carrying out data protection impact assessments for our high risk processing.
Regularly reviewing our accountability measures and update or amend them when
required.

The Senior Leadership Team and Governors are responsible for ensuring that the
school is compliant with Information Governance duties.

All staff are routinely trained in key areas, including data protection.

Additional special category processing

The School processes special category personal data in other instances where it is not
a requirement to keep an appropriate policy document. Our processing of such data
respects the rights and interests of the data subjects. VWe provide clear and transparent
information about why we process personal data including our lawful basis for
processing in our privacy notices.

Evaluation

The appropriate policy document will be subject to an annual review to ensure that it
matches service delivery and the information being processed by the School.

References

Data Protection Policy

Data Protection Act 2018
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